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Nén tang cua chung téi cung cap

o
o
o
o
o
o

License phdn mém theo ndm hodc tron dsi. HS trg k§ thudt 1 ndm chinh
hdng hodc mua gdi hd trg theo ndm.

C6 kha n&ng trién khai on-premise va méi trudng dam may (cloud)
Hb trg cac hé diéu hanh phd bién Windows, Linux, Unix

Co kha ndng cai dit, kiém tra hé théng, mdi trudng cdc may chli phan tan tu
déng trén mot cdng cu toan trinh giao dién web

Tu déng ap dung cac cdu hinh nang cao hiéu ndng hé théng tu déng trong

qua trinh cai dat.
Nang luc xu ly

Kha nang md& rong may chu khéng gidi han

657 ti

& AR 800.000

record/s

> - e rRA = Lwu lvgng dir liu xur ly
Ban gh' dir |I§U dong trung binh hang ngay

bdé méi hdng ngay
2.3 triéu

record/s

Lwu lwgng dir liu xcr ly
tai th&i gian cao diém 7 TB
(peaktime) Dir liéu déng bo
mé&i hang ngay
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e Cung cép kha ndng luu trr A liéu I8n (> 1000TB) va luu tr phén tan trén cdc may chu

e Céacloai di liéu: cau truc, ban cau tric, phi cau truc.

e Tich hgp vdi cac cong nghé xur ly dif liéu I6n(Apache Spark, Apache MapReduce, Apache Stack Cang nghé
Hive, Apache HBase)

e Loai phan cung luu trir: SSD, HDD >
e Chiu I6i va hé trg tinh todn song song thédng qua nhan ban dit liéu, ddm bdo tinh sén sang A F%a,___g@@

cao cua di liéu
e HO trg cac thuat toan nén dir liéu phé bién: Gzip, Snappy, LZO
e HO6 trg phan vung dir liéu, phan dir liéu thanh cac vung dé tang téc do truy cdp dir liéu
e Truy cép, hé trg cac giao thic truy cap dif liéu phd bién: HDFS, S3
e Sao luu va khéi phuc dr liéu tu dong, dinh ky theo lich dugc lap
e Dam bao di liéu dudc bao vé an toan trong qua trinh luu trir va truyén tai.

HDFS: hé théng quan ly tép phan tan gitp luu trit lugng dr liéu
khéng 16 trén cadc may chid khac nhau:

e Kién truc Master-Slave: HDFS Architecture

o NameNode: Quan ly metadata clia hé théng file.
o DataNode: Luu tr&r dr lieu thuc té dudi dang block. Metadqta,ops‘"

o Cdchétu ddng phan phdi dir liéu gilra cac DataNode ,
Re!d Datanodes

Metadata (Name, replicas, ...):
/homeffoo/data, 3, ...

e Caché HA(High Availability):

Datanodes
o Zookeeper Quorum

o Replicate dt liéu trén nhiéu DataNode mm| E Q\ D’\ Replication C %D
e M3 hdadliéu luu trir(Encryption at Rest): HDFS m = = Blocgs
Transparent Encryption ~ \ %/—/
e M3 hdadirliéu trén dudng truyén(Encryption in Transit): Rack 1 it Rack 2
TLS/SSL

o Kiém soat truy cap bang POSIX Permissions, Access
Control Lists (ACLs), Apache Ranger
e Khanang md rong theo chiéu doc; ma réng theo chiéu ngang

khong gidi han.

Apache HBase : Ca s& d liéu NoSQL phén tan,
column-oriented, xay dung trén HDFS
e Luu trlr va truy vdn ngau nhién (random read/write)

e Truy van do tré thap

g egion egion
\ \. J
[ HDFS ]
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Viettel Data Platform s dung Framework YARN 1am céng cu quan ly tai nguyén cua toan bé hé théng. Ngoai ra Viettel Data Platform si
dung Zookeeper dé cung cap cac ca ché déng bd hda gilra cdc may chii va dich vu trong méi trudng phan tan, ddm bao tinh nhat quan

va phuc héi 16i clia cac thanh phan trong nén tang.

Zookeeper: ZooKeeper la mot hé théng quan ly va déng bé hoa
phan tan, dugc st dung réng rdi trong cac hé théng phan tan dé
quan ly cau hinh, déng bé hda trang thai va cung cép dich vu diéu
phéi cho cac &ng dung phan tan.

YARN: dam nhén vai trd quan ly cac tai nguyén clia hé théng luu trir
liéu két hgp vdi viéc chay cac ing dung phén tich.

e Resource Manager: L4 thanh phan master trong YARN, ti€p nhan
cac yéu cau thuc thi ti ngusi dung, diéu phéi tai nguyén clia hé
théng cho cac tac vu thuc thiva quan ly, giam sat cac ing dung phén
tan, cé kha nadng cung cap:

o Pre-warmed Containers - Gif san tai nguyén dé job khéng mat
thai gian khdi tao.

o Long-running Services - Gitr dich vu chay lién tuc dé gidam
latency.

e Node Manager: L4 thanh phan thyc thi &ng dung.

e Timeline Server: Dich vu chiju trach nhiém thu thap va luu tr&r théng
tin vé trang thai, hiéu suét, va lich sir clia cac ing dung dang chay
trong cluster. Dich vu ho trg ngudi dung va quan tri vién trong viéc
phan tich hiéu sudt hodc xr ly su cé

o History Server: Dich vu luu trir théng tin vé cac ing dung d& hoan
thanh

e DNS Registry: Dich vu déng vai tro nhu mét dich vu dang ky va dinh
vi cac thanh phan trong cum, giup cac thanh phan nhu
ResourceManager, NodeManager, va Timeline Server cé thé dinh vi
nhau mét cach linh dong

=

4
Followers :
Zookeeper Service _ Delegation of

- —Leader
Node

Clients

77777777

BATCH, INTERACTIVE & REAL-TIME DATA ACCESS

Script SQL Java NoSQL = Stream ||In-Memory Search | Others
Scala

Pi Hive Cascading| HBase Storm Spark Solr 1 j
9 " I Accumulo . 2
ISV
[ Tez JIl Te: QI ez QY Sider JI Sider Engines
YARN: Data Operating System
(Cluster Resource Management)

HDFS
(Hadoop Distributed File System)
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e Giao dién quan ly truy cap, xac thuc ngudi dung truy cdp vao giao dién diéu khién va thiét ké cac ludng thu thap, chia sé dir liéu
e Cung cédp hé théng dashboard téng hgp théng tin céc ludng thu thap, chia sé dir liéu

e Quanly cac lubng déng bd dr liéu (thém, sira, xod)

o Giam sat theo dditrang thai cua qua trinh thu thap d{ liéu

o Thiét k& va quan ly cdc mau luéng déng bd dir liéu dé tai sir dung

e Kha nadngtién xt ly dit liéu, bién ddi dit liéu, chuan hoa dir liéu

e K&t ndi da dang dén cac ngudn dir liéu bén ngoai théng qua céc giao thic: API, FTP, STMP, Kafka,...

e Thuthap d{r liéu thai gian thuc véi dé tré thap

e Thuthap d liéu theo |16 v8i dung lugng I8n

e Laplich tu déng thu thap dr liéu

Kafka: La mdt hé thdng truyén tin (messaging system) manh mé va Spark Streaming : dugc thiét ké dé x{r ly luéng dif liéu theo thdi
cd kha ndng m& rong cao, dudc thiét ké dé xr ly va luu trif cac gian thuc. Spark Streaming hoat déng dya trén mé hinh micro-
Jueing) elt lsw tetug el gllan Hoyte, Wist e golm & ieni [phels batching, trong dé dif liéu thdi gian thuc dugc chia thanh cac 16

: I.3Aroker:ALa server Kafkf thL‘rC,E\hl vl trLf,', nhan va phuc Vlf el nho (micro-batches) vdi khoang thai gian cau hinh (batch interval).
liéu. M6t cum Kafka gom nhiéu broker, phdi hgp véi nhau dé

chia sé va nhan ban dir liéu. e Kj
o Zookeeper: Quan ly metadata cla cluster (théng tin broker, SEEE 009 ool B
topic, partition, leader election). Dam bao tinh nhat quan va j ° \J
chiu I3i. < pocees Q]
 Producer: gUi (publish) cac ban ghi (records) vao mét hodc wihtesks
nhiéu topic trén Kafka
o Consumer: Boc (subscribe) va tiéu thu (consume) cac ban ghi A 2 r’
onsumer: Boc : a : : CONG NGHE SU' DUNG
tu topic : y
Nifi : Apache NiFila m&t nén tang tich hgp dit liéu manh mé va linh §€ kafka. nl @

hoat, dugc thiét k& dé tu déng héa ludng thu thap, chia sé dir liéu
gita cac hé théng khac nhau.

e Web Server

e Flow Controller

e Provenance Repository

e Content Repository

e FlowFile Repository

o NiFiRegistry
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Cung cdp maéi trudng lam viéc cho cac ky su dit liéu:
o Trino: SQL query engine, Ad-hoc query
o Apache Hive & Spark:
= XU ly, t6ng hop va phén tich di liéu
s Luu trl, xuat dir liéu

Xay dung, quan ly luéng céng viéc:
o Apache Airflow: Quan ly job, kiém tra va cadnh béo 16i cac luéng job
e Cung cap mdi trudng lam viéc cho nha khoa hoc dit liéu, chuyén vién phan tich AT liéu:
o MLFlow: Quan ly vong dgi cac mo hinh Machine Learning
o Apache Zeppelin: web-based notebook
XU ly cac lubng dir liéu cé tailén téi 2 triéu message/s, hoat ddéng 24/7 dam bao tinh ding dan, day du di liéu 1én dén 99.9% vdi
KPI sai s6 khéng quéa 0,01%

Trino: cdng cu SQL manh mé&, truy van di liéu I8n téc d6 near-realtime tU nhiéu

nguén khac nhau trong phéan tich, Bl, va Data Lakehouse.

e Truyvan d liéu phan tan tU nhiéu nguén (Co thé tan dung cac may chu xd ly Client. [ i= K;Eﬁ;;g‘r » Planner »| Scheduler 3
di liéu dé tra vé két qua truy vdn nhanh chéng): T g T
o Data Lake: HDFS, S3, ADLS, Data Warehouse: Hive, Iceberg, Delta Lake o
o Database: MySQL, PostgreSQL, Oracle, SQL Server }r%”@ - 71} :FVK/OHZEF 7777777 € - ___,'| E i
o Streaming: Kafka i He<oo-o :N—i-.<-0+0 ‘:_8 i E
o NoSQL: MongoDB, Cassandra B o Ei
e Federated Query : | Worker PR -
e Tich hdp dé dang vai: Superset, Tableau, Power Bl i : oo J_Q i
e Hb trg kham pha di liéu, tim kiém di liéu dua trén mé t3, dua trén siéu di liéu . '
clUa d liéu
Apache Spark: cong cu xU ly di liéu phan tan In-Memory: —
e Kién truc Master-Slave: Worker Node
o Master (Driver) chiu trdch nhiém phan tich, 1ap ké hoach va phan phdi Master Node P
cbéng viéc.

Driver Program

o Workers ( Cac Executors) nam trén nhiéu may chu, thuc hién coéng viéc

nhan task, thuc thiva tra két qua.

o Cluster Manager (YARN,..) cap phat tai nguyén cho ca master va workers.

e SUdung DAG (Directed Acyclic Graph) dé ghi lai toan bé cac budc xur ly, khéi
phuc lai két qua tinh toan khi cd 16i x3y ra

e Tich hgp v&i cac thu vién hoc may(Spark MLLib)
o XUlytheoId (SparkSQL)
e XU ly near-realtime(Spark Streaming)
e HOtrgda ngdén ng{: Python, Java, Scala, R, SQL

Cluster
Manager

Spark
Context

Worker Node

Cache
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Cung cap méi trudng lam viéc cho cac ky su dit liéu:
o Trino: SQL query engine, Ad-hoc query
o Apache Hive & Spark:
= XU ly, t6ng hop va phén tich di liéu
» Luu trd, xuadt dir liéu

Xay dung, quan ly luéng céng viéc:

o Apache Airflow: Quan ly job, kiém tra va canh béo 16i cac luéng job

Cung cap méi trudng lam viéc cho nha khoa hoc dit liéu, chuyén vién phan tich d liéu:
o MLFlow: Quan ly vong dgi cac mo hinh Machine Learning

o Apache Zeppelin: web-based notebook

XU ly cac lubng dr liéu cé tailén t8i 2 triéu message/s, hoat déng 24/7 dam bao tinh ding dan, day du di liéu 1én dén 99.9% vdi
KPI sai s khéng quéa 0,01%

Apache Hive: cong cu xU ly di liéu I8n theo 16(batch-data):
e Phu hgp vdicac tap di liéu cod quy mé terabyte dén petabyte.

e HO trg phan vung (Partition) & phdn manh (Bucketing)

Execution

—
Apache Airflow: céng cu lap lich, quan ly lubng céng viéc m —
e Cécthanh phan chinh: zl .
o Scheduler: Doc DAG, Ién lich cac task, dua cac task can chay vao \ . 3
7 —
—

Hadoop
Map Reduce

Message Broker Meta Store
o Web Server: Giao dién Ul dé quan ly, theo ddi DAG, trigger, xem
log, ...

o Message Broker: Hang dgi (RabbitMQ hoac Redis) luu cac

message dai dién cho task chd thyc thi —
o Celery Workers: Nhom worker chay song song cac tac vy, lang

nghe broker, |ay task vé thuc thi, cdnh bao b4t thudng va gui két

qua vé backend o
o Result Backend: Luu trang thai va két qua cla task (Redis, Engine

...
1 6
database nhu MySQL/Postgres, hoac S3...) "
e Kha nang xay dung luéng xtr ly di liéu phic tap, gém nhiéu tac vu thuc 5
™~ N
—

Hadoop
Map Reduce

hién tuan tu hodc song song théng qua ngdén ng{ I4p trinh: Python,
Java, Scala

Meta Store

e Tinh nang retry_on_failure, on_failure_callback(gli email, cadnh bao, ghi

log,..)
e Cé kha ndng truyén bién thai gian khi chay lai DAG
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Cung cdp maéi trudng lam viéc cho cac ky su dit liéu:
o Trino: SQL query engine, Ad-hoc query
o Apache Hive & Spark:
= XU ly, t6ng hop va phén tich di liéu
s Luu trl, xuat dir liéu

Xay dung, quan ly luéng céng viéc:

o Apache Airflow: Quan ly job, kiém tra va canh béo 16i cac luéng job

Cung cdp méi trudng lam viéc cho nha khoa hoc dt liéu, chuyén vién phan tich dT liéu:
o MLFlow: Quan ly vong dgi cac md hinh Machine Learning

o Apache Zeppelin: web-based notebook

XU ly cac lubng dir liéu cé tailén téi 2 triéu message/s, hoat ddéng 24/7 dam bao tinh ding dan, day du di liéu 1én dén 99.9% vdi
KPI sai s6 khéng quéa 0,01%

MLFlow: cong cu quan ly toan bé vong dai ctia cac mo hinh Machine
Learning
e MLflow Tracking: Ghi lai va theo ddi cac thi nghiém (experiments), bao O 3 m Ifl oW 3 &

gém:
Models Tracking Registery }

wap @
2 > Sﬁ"c”iﬁ:'—{

o Parameters (tham sé hyperparameter) XGBoost
o Metrics (d6 chinh xac, d6 16i...) ) @
o Artifacts (mé hinh da huan luyén, dé thi, log...) B
« MLflow Models ol )
o Quan ly va déng gdi mé hinh da huan luyén theo nhiéu dinh dang PGk
(Flavors) nhu:
= Python-function

[0

= TensorFlow S
= Scikit-learn e e i
= PyTorch R S -
= ONNX -
o Trién khai mé hinh d& dugc dao tao trén mét may chd hodc cluster
va cung cap AP| dé glri dr liéu dau vao va nhan két qua t mé hinh
hoc may
e MLflow Projects A
o Pong gdi code, mdi trudng va dependencies thanh project - e

(MLproject file). e 1 g B

o Cho phép chay lai experiments — | = By 5
e MLflow Model Registry “ .
o Luu trlr trung tdm cho cac mé hinh da dong goéi. o emme

o Hb trg versioning, staging, production, va archiving.
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Cung cdp maéi trudng lam viéc cho cac ky su dit liéu:
o Trino: SQL query engine, Ad-hoc query
o Apache Hive & Spark:
= XU ly, t6ng hop va phén tich di liéu
s Luu trl, xuat dir liéu

Xay dung, quan ly luéng céng viéc:

o Apache Airflow: Quan ly job, kiém tra va canh béo 16i cac luéng job

Cung cdp méi trudng lam viéc cho nha khoa hoc dt liéu, chuyén vién phan tich dT liéu:
o MLFlow: Quan ly vong dgi cac md hinh Machine Learning

o Apache Zeppelin: web-based notebook

XU ly cac lubng dir liéu cé tailén téi 2 triéu message/s, hoat ddéng 24/7 dam bao tinh ding dan, day du di liéu 1én dén 99.9% vdi
KPI sai s6 khéng quéa 0,01%

Apache Zeppelin: cung cap cac trinh théng dich da ngén ngi, ho trg
nhiéu ngudi cung lam viéc trén cing mét bao cdo hay phéan tich:

e Kha nang tich hgp véi nhiéu cdng cu hoc may théng qua trinh théng p— By oo |

m - =

dich, cho phép: Bank ©:wsos 0 e
o Luachon thuat toan hoc may (MLIlib, TensorFlow, Scikit-learn, s ntargn 38 -
H20O.ai) T Y3l rs aTule[u B =) [i]-

Tién x{r ly AT liéu (Spark, Hive, NiFi)
Huan luyén mé hinh (Spark MLIib, trén YARN)

QuEENERd | e .- :
Tinh chinh mé hinh (Hyperparameter tuning, Grid Search) . ‘//) w |‘|| I

o O o
s 2823

o Panh gia mé hinh (Cross-validation, Metrics)
e HO trg xuat bao cao, biéu dé
e HO trg lam viéc nhédm, ngudi dung cé thé:

o Cung chinh stra notebook.

o Gan comment, markdown.

o Trinh bay k&t qua dé hiéu théng qua biéu do.

8 8

EY
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e Kha nang thu thap théng tin vé céac siéu dr liéu gan vaéi dr liéu, dinh dang dit liéu, tinh day du clia dr liéu, tan suat cdp nhat cla
di liéu

e Phén tich chat lugng dr liéu cta di liéu ngudn: tinh toan ven di liéu, thiéu dir liéu, trung 1&p di liéu

e N3m bat siéu dir liéu vé qua trinh xr ly dir liéu dé kiém soat va tra ciru ngudn géc dir liéu

e Kha nang luu dau vét cac hoat déng thém, xod, sra dr liéu do ngudi dung thuc hién

OpenMetadata: nén tang quan ly metadata manh mé&, bao gém céc thanh
phan
e Metadata Ingestion: K&t ndi & thu thap metadata tu déng tu nhiéu
ngudn: databases (MySQL, Postgres...), data lake (S3, HDFS), data
warehouse (Snowflake, BigQuery...), Bl tools (Tableau, PowerBl), pipelines

(Airflow, dbt)...

e Metadata Store: Co s3 d liéu trung tdm luu trr metadata (schemas,
bang, c6t, dashboards, pipelines...)

« Data Catalog: Giao dién web cho phép ngudi dung tim kiém, duyét, va w % Database
xem chi tiét metadata

e Lineage: Hién thi dé thi lineage (dong chay di liéu) gilta cac d6i tugng \
(tables - jobs - dashboards) - —— Q| search

« Data Quality & Profiling:Tich hop kiém tra chat lugng di liéu, profiling (s&
lugng null, phan phéi gia tri...) R \_
o Glossary & Business Metadata: Xay dung business glossary, gan nhan - (© ) schoduter
(tag), dinh nghia business terms cho metadata

e Access Control & Security: Phan quyén chi tiét trén metadata, tich hop

vai LDAP/SSO/Kerberos

e APIs & SDKs: Cung cap REST API va client SDK (Python, Java) dé ty déng
hda va tich hop sau vdi hé théng

 Notifications & Lineage Alerts: Cau hinh canh bao khi metadata thay déi
hoac vi pham quality rules

solutions
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o Cécdich vu dudgc sir dung trong Viettel Data Platform bao géom : Ranger, Kerberos, Knox

Ranger: 13 mét dich vu quan ly an ninh va kiém soéat truy cap trong cac hé théng dir liéu I8n. Ranger cung cdp kha ndng quan ly quyén chi
tiét va chinh sach bado mat tap trung cho nhiéu dich vu dit liéu nhu Hadoop, Hive, Kafka, HBase, va nhiéu dich vu khac. Cac tinh ndng cua
Ranger:

Cac tinh nang cua Ranger:
« Centralized Authorization: Quan ly cac chinh sach truy cap (access control policies)
tu mét giao dién tép trung, thay vi cdu hinh phan tan & tUng service. B —
o Fine-Grained Access Control: Kiém soat truy cdp chi tiét theo cap dé: database,
table, column, row, topic (Kafka), file path (HDFYS)...
o Role-Based Access Control (RBAC): Phan quyén theo vai tro ngudi dung (Role),
giup dé dang gan nhiéu quyén cho nhém ngudi dung cung loai.

e Xac thuc ngudi dung qua LDAP hoac Active Directory
o Attribute-Based Access Control (ABAC): Cho phép tao rule truy cdp dua trén
thudc tinh cua ngudi dung (user attributes).

%) Ranger UAccessManager [ Audt  (DSecurity Zone

o Policy Conditions: Chinh sach cé thé diéu kién theo IP, thai gian, nhém ngudi dung,

: e, T

VY. T = m—

o Data masking: An di¥ liéu nhay cam (data masking) va loc dong dif liéu dua theo = em =
N @ oo o)
nguadi dung. = s o™ =
e 2 s ~ A (.- == e} =
e Audit Logging: Ghi log chi tiét tat ca hanh dong truy cép. = = ]
e Giaodién quan ly truc quan = == =
= — - =
-] [ ecoor ] zeppet ] [ v ] [=]

10
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o Cécdich vu dudgc sir dung trong Viettel Data Platform bao géom : Ranger, Kerberos, Knox

Kerberos: Kerberos |a mét giao thiic xac thuc qua mang dugc phat trién tai Vién Kerberos authentication process
Céng nghé Massachusetts (MIT) va hién la mét phan quan trong trong cac hé Key Distribution Center (KDC)
thdng bao mat mang. Kerberos st dung cc ché ma hda déi xirng va mét hé théng = ==
dua trén ticket dé ddm bao rang danh tinh clia ngudi dung hodc dich vu dugc xac G,MD s res H%
thuc trudc khi truy cap tai nguyén. Diém ndi bat ctia Kerberos |a kha ndng bao vé 0
chéng lai cac cudc tdn cdng nghe Ién va giad mao, nhd viéc han ché truyén mét e 0
khau qua mang 0 ° 6
Knox: Apache Knox I& mét céng dich vu (gateway) dugc thiét ké dé bdo mat va 5
don gian hoa truy cap vao cac dich vu d{ liéu I8n trong Viettel Data Platform.
Knox cung cap mét diém truy cap duy nhat, gitup bdo vé cac API cla hé sinh thai
Viettel Data Platform théng qua céc ca ché xac thuc, Qy quyén, va ghi nhat ky tap !.
trung. Viéc tich hap véi Kerberos giup Knox dam bao rang chi cac yéu cau hop 1é =

g
B

mJi dugc phép truy cap vao tai nguyén

11
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e Cung cap kha ndng tuong tac start, stop vdi cac thanh phan ing dung.

AMARY

Summary

Quan trilog ing dung trong qué trinh vdn hanh hé théng, truc quan hda
d{ liéu giam sat qua Ambari Log Search

Ambari Log Search # Log Search

] &
ene ° 0 o % 10/09/2017 0:00:00,000 - 10/09/2017 23:59:59,999
§ Fatal info
vor
Log Search

o  BSL-0-7035014d1

Log Time (POT
“ N :

. ﬂmr 10-09 15:45:00,753 [BSL-8-7035014d1): FAILED: Execution Error, return code 1 from org.apache.hadoop.hive.ql.exec.DDLTask. MetaException(message:java.security.AccessCon
Permission denied: user=bigsql, access=WRITE, inode="/tmp/private":hdfs:hdfs:drwx
© Event History fs of B+ v at org.apache.hadoop. hdfs.server.namenode. FSPermissionChecker. check(FSPermissionChecker. java:319)
at org.apache.hadoop. hdfs.server.namenode.FSPermissionChecker. checkPermission(FSPermissionChecker. java:219)
<4 Histogram & at org.apache. hadoop. hdfs. server. namenode. FSPermissionChecker. checkPermission(FSPermissionChecker. java:190)
120 R BDIB AT D3 944 u - at org.apache. hadoop. hdfs. server.nanenode. FSDirectory. checkPermission(FSDirectory. java: 1955)
= at org.apache.hadoop. hdfs. server.nanenode. FSDirectory. checkPermission(FSDirectory. java: 1939)
OFATAL.  @ERROR GWARN OINFO @OEUC @TRACE at org.apache.hadoop. hdfs. server.namenode.FSDirectory. checkPathAccess (FSDirectory. java:1913)
o  FEREEEEEEREEREEEEEEEEEEEREEE " at org.apache.hadoop. hdfs. server. namenode. FSNamesystem. checkAccess (FSNamesysten. java:8750)
at org.apache.hadoop. hdfs.server.namenode.NameNodeRpcServer. checkAccess (NaneNodeRpcServer. java:2089)
at org.apache. hadoop. hdfs. protocolPB. ClientNamenodeProtocolServerSideTrans latorPB. checkAccess (ClientNamenodeProtocolServerSideTrans latorP8. java: 1466)
at org.apache. hadoop. hdfs.protocol.proto.ClientNanenodeProtocolProtos$ClientNamenodeProtocol$2. callBlockingMethod(ClientNamenodeProtocolProtos. java)
00 — " = iR EEEE R at org.apache. hadoop. ipc.ProtobufRpcEnginesServersProtoBufRpcInvoker. call(ProtobufRpcEngine. java:640)
ool ok bhine ooty bk e s ol o e at org.apache. hadoop. ipc.RPC$Server. call(RPC. java:982)
1207115 120718 120718 120715 120718 12078 120818 120815 120815 120815
at org.apache.hadoop. ipc.ServersHandlers1. run(Server. java:2351)
Q Seach

at org.apache.hadoop. ipc.ServersHandlers1. run(Server. java:2347)
L at java.security.AccessController.doPrivileged(Native Method)
) at javax.security.auth.Subject.doAs(Subject. java:422)
at org.apache.hadoop. security.UserGroupInformation.doAs(UserGroupInformation. java:1866)
x at org.apache.hadoop. ipc.ServersHandler. run(Server. java: 2345)
)

[ 2017-10-09 15:45:00,753 (BSL-0-7035014d1] Error output : FAILED:
> T MetaException(message: java.security.AccessControlException

n Error, return code 1 from org.apache.hado:
igsql, access=WRITE, inode

p.hive.ql.exec.DDLTask.
Permission denied: use

/tmp/private” :hdfs:hdfs:drx-—
at org.apache.hadoop. hdfs. server. nanenode. FsPermissionChecker. check(FSPermissionChecker. java: 319)
at org.apache.hadoop. hdfs. server. nanenode. FSPermissionChecker. checkPermission(FSPermissionChecker. java:219)
”ﬂﬂ at org.apache. .server.namenode. FSPermissionChecker. checkPermission(FSPermissionChecker. java:190)
ALY N at org .server.namenode. FSDirectory. checkPermission(FSDirectory. java:1955)
HORTONWORKS at ar carvar namannda FENirartary rharkDarmiccian(FENirartary iava:1030

12



«TINH NANG

e Kha nang tuy bién canh bao hé théng

> >
®
7

e HO trg cac kénh théng bao théng tin cdnh bdo: SMS, Email

Create Alert Notification

Method EMAIL
Email To huynd275@viettel.com.vr

SMTP 10.0.311.22
Server

SMTP Port 9000

Email From ambariserver@gmail.com.vr

Use
authenticatio

Username
Password
Password

Confirmation

e Kha ndng tich hgp véi cac phan mém trong nén tang kho di liéu
e Kha nang thuthép va luu trlr théng tin hoat déng clia hé théng
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e Cung cap kha ndng phan quyén cho ngudi vdn hanh, nhém ngudi van hanh theo vai trd, mic dé xtr ly cdng viéc.

. . Service Cluster Ambari " "
Permissions Cluster User | Service Operator Administrator Cluster Operator Administrator Administrator Permissions Cluster User  Service Operator Adns\ier::slfreator Cluster Operator Adiil:isst:rrator Adr:inr:it;::lator
View mefrics View metrics

View status Y v V| View stat 2 2 3 2 2 2
information ”:Z)V:n?;;s
View View configuration
configurations Turn maintenance
Cfompalre mode on or off
confnigurations @R T T
Install components
View service alerts Add
s s s s 0 or delete
Start, stop, or hosts
restart service
Decommission or ., A , e , . \
recommission Danh sach quyén tudng tadc vdi céc host trong cum theo vai tro
Run service
checks
Turn maintenance Service Cluster Ambari
mode on or off Permissions Cluster User  Service Operator Administrator Cluster Operator Administrator Administrator
Perform service- — - — _— s iy
specific tasks View metrics
Modify View status
configurations information
Manage View configuration
configuration View stack version
groups details
Move to another View alerts
host — —
__ __ __ — Enable or disable
Enable HA alerts
Enable or disable Enable or disable
service alerts Kerberos
Add service to Upgrade or
cluster downgrade stack
Danh sach quyén tuang tac vdi service theo vai tro Danh sach quyén tuang tac vdi service theo vai tro
. . Service Cluster Ambari
Permissions Cluster User Service Operator L Cluster Operator . .
Administrator Administrator Administrator
Create new
clusters

Set service users
and groups
Rename clusters
Manage users
Manage groups
Manage Ambari
Views
Assign permission
and roles
Manage stack
versions
Edit stack
repository URLs

<IN <B<]<I<]<BE<JN<

Danh sach quyén tusng tac vai giao dién quan tri theo vai trd
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e Cung cap kha ndng thay déi cdu hinh (ng dung, 4p dung cho toan bd &ng dung lién quan trén tap may chd Ién
bang cach thay déi cau hinh trén giao dién quan ly Ambari va cap nhat cho toan bd ing dung bdng tinh nadng

Restart All Affected Components

V Viettel Data Platform ﬁ

SUMMARY ONFIG

Restart Required. Y ent
Restart All Affected
Quick Links

Summary

© Started

Components

0/0 Live

@ Ambari A Dashboard 1 2 adm I
e METRICS  HEATMAPS ONFIG HISTORY 2 AETIG ACTIONS LAST 3 HOUR ~ |
2 Services
NameNode Heap HDFS Disk Usage ameNode CPU ata
L ] \
2% 13% 0.0% 3/3
me de R emory o Net 1 CPU Usag
31208 100%
0.08 ms
18668 o
a Node R ger Heap »deMana
=y
s 8d 4h 27m 9% 3/3
AN ( e ster Heag vel Region Ir
~
n/a 15% 3 0
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e Cung cap kha ndng chia sé, phan vung tai nguyén cho cdc nhém ngudi dung khac nhau qua &ng dung YARN
trén giao dién quan ly Ambari. YARN h trg nhiéu phuang thiic phan vung tai nguyén, bao gém:
- Queue (Hang dgi): Phan chia tai nguyén theo t6 chiic, nhém ngudi dung hodc loai workload.
- Node Labels: Chi dinh tai nguyén cu thé (CPU, RAM, GPU) cho m&t nhdm ngudi dung nhat dinh.
- Resource Pools: Han ché tai nguyén ma mdi nhom cé thé sir dung.

M Ranger UAccessManager [ Audit  (f) SecurityZone © Settings ¥4 admin
Access Admin Login Sessions Plugins Plugn Status User Sync

a stant oare 09/26/2021

Exclude Service Users Entries : EITRCETEL L ast Updated Time : | o
Service Resource
Policy ID  Policy Version Event Time ~ Application User Name /Type Name/Type AccessType Permission Result  Access Enforcer Agent HostName Cllent|P Cluster Name Zone Name EventCount Tags
meamory v
1 OW26/2021 11:2125PM  trino ranger-admen - L) rangeract ny-localnost-treo
catalog
nx S
1 OV26/2021 11:2125PM  trino rangee-admin . L) ranger-act my-localhost-trino
catalog
toch —
1 OW26/2021 11:2125PM  trino rangec-admin . L) ranger-act mny-localhost-trino
catalog
system o .
1 00/26/2021 112125 PM  trivo rargec-admin " [ select | LIS rangeract my-localhost-trro
catalog —
tpods R
1 0920/2021 112125 PM  trino ranger-admin — [ sedect )  ranger-aci my-localhost-trino
toch —
0926/2021 111420 PM  trimo ranger-admin = [ setect ] )  rangeract my-localhost-trno
catalog
system —
0926/2021 11:1420 PM  trimo ranger-admin ’L [ setect ) =) rangeract my-localhost-trino
catalog
remo -
09/26/2021 11:1420 PM  trino ranger-admin . oy [ sotect ) rangeract my-localhost-trro
catalog
R
09/26/2021 11:14290 PM  trino ranger-admin . [ podect )  rangeract my-localhost-trro
catalog
tpods
09/26/2021 11:1420PM  trino ranger-admin . )  rangeract my-localhost-treo
catalog
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Hue (Hadoop User Experience): Hue cung cdp mdt nén tang truc quan giup ngudi dung chay truy vdn SQL, quan ly dit liéu trén

HDFS, va theo ddi cac tac vu Hadoop ma khéng can s dung dong Iénh phic tap. Hue ho trg tich hap vdi nhiéu dich vu nhu Hive,

Solr, giup ngudi dung thuc hién cac cong viéc nhu phan tich dr liéu, hodc quan ly ludng céng viéc mdt cach hiéu qua

HDFS

Ozone

Hive Trino Solr

SQl Connectors PySpark

Jobs
Scala

File Browsers L |

SparkSQL

Schedulers

Oozie

due &

1+ Hive Editor Query Editor

Navigator Settings

DATABASE

default

[

EEEEEEEEEEEE
:

Query Editors v

Ee e RN NN N,]

Data Browsers ¥ Workflows v Search v K File Browser = Job Browser ©f romain v o E -
My Queries  Saved Queries History
Sample: Salary growth salary growth (sorted) from 2007-08 P

SELECT s07.description, s07.salary, s08.salary,
s08.salary - s@7.salary

ROM
sample 07 s07 JOIN sample 08 s68

ON ( s67.code = s68.code)

WHERE

s07.salary < s@8.salary

ORDER BY s08.salary-s@7.salary DESC

LIMIT 20

m Save Saveas.. Explain orcreatea New query

Recenl queries Query Log Zolumn: Results Chart

Charttype [ .4l @ X-Axs description

lalldalanalin

v Y-Axis salary

Wernists,  Political Obstetr ary drillPediatriciarsc

necologists oll and gas practitio mpetitors postsecondary

epldemioioqists
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e HO trg da dang cac tan suat sao luu dir liéu (hang ngay, hang tuan, hang thang) va tu déng sao Iuu theo lich dugc 1ap qua cronjob:

HDFS Snapshot:
- Tao anh chup nhanh (snapshot) clia thu muc trong HDFS ma khéng anh hudng dén hiéu
suat

- D& dang khoi phuc dif liéu vé trang thai trudc dé khi gap su cé

HDFS DistCp (Distributed Copy):
- Dung dé sao chép dir liéu gilra céc cluster HDP ho3c gitta cac thu muc trong HDFS

- HO trg sao chép d{ liéu song song, tadng téc dé truyén tai

Hive Export/Import:
- Dung dé sao luu dif liéu bang Hive va khéi phuc lai khi can
- Xuéat dir liéu sang HDFS ho&c hé théng Iuu trlr khac

e VDP hé trg cac loai sao luu dir lidu (toan bd, tang tién):

Sao luu toan bo (Full Backup):
- Dung HDFS DistCp dé sao chép dif liéu toan bé: hadoop distcp hdfs://namenode/data hdfs://backup-cluster/data
- Dung HDFS Snapshot dé Iuu trit trang thai clia dir liéu: hdfs dfs -createSnapshot /data backup_2024_03 23

Sao luu tang tién (Incremental Backup):

- HDFS Snapshot Diff - Xac dinh & sao luu chi cac thay déi so véi snapshot trudc dé: hdfs snapshotDiff /data
backup_2024 03_22 backup_2024_03_23

- Hive ACID Incremental Backup - Chi sao luu df liéu cap nhét trong bang Hive: EXPORT TABLE sales_data
TO 'hdfs://backup/hive/sales_incremental_2024_03_23'

18
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e VDP cé chién lugc phdong chéng tham hoa bang cac phucng phéap:
- SUrdung tinh ndng sao luu va khéi phuc dé tao ban sao dir liéu.
- S&rdung cdu hinh cao kha dung dé dadm bao dich vu luén san cé.
- S&rdung cac cong cu gidm sat dé phat hién su cé.
- S&rdung céc cong cu bao mat dé bao vé dir liéu khoi cac truy cép trai phép.
e VDP cé khd ndng kiém tra tinh ndng phong chéng tham hoa gém viéc sao luu dif liéu va c&du hinh, déng b héa dir liéu gitra cac
trung tdm d liéu va thiét 13p hé théng du phong.
e VDP c6 kha nang kiém tra tinh ndng sao luu va khéi phuc dir liéu béng cach st dung kich ban kiém thr tinh ndng hodc str dung
tinh ndng so sanh gilta 2 phién ban d liéu dé so sanh ndi dung snapshot vai dir liéu géc: hdfs dfs -diff
/data/.snapshot/snapshot_2024_03_23 /data

e Kha ndng truy cdp déng thai clia déi van hanh hé théng va8i cac co ché bao vé cta Ambari:
- Web Ul & API: Cho phép nhiéu ngudi dung giam sat va quan ly cum cung luc.
- Phan quyén RBAC: Giup nhiéu ngudi cé thé lam viéc déng thsi ma khéng xung dét quyén.
- Cluster State Synchronization: Dam bdo moi thay déi cdu hinh dugc déng bd theo thdi gian thuc.
- Giam sat lich sir thao tac: Giup kiém soat ai da thuc hién thay ddi nao dé ddm bao bado mat
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