viettel TAP POAN CONG NGHIEP - VIEN THONG QUAN POI

Theo cach cta ban

NEN TANG QUAN LY VIDEO VA PHAN TICH HINH ANH
THONG MINH - VIETTEL VMS & IVA

I. M0 ta chung
- Nén tang Quan 1y video va phan tich hinh anh théng minh 14 nén tang thu thap
dir liéu video tir Camera d¢ luu trit, quan 1y va phan tich hinh anh; dong thoi dam bao
an toan thong tin va bao mat dit liéu trong qua trinh luu trit va truyén tai.
- Nén tang Quan 1y video va phan tich hinh anh thong minh bao gdm 2 phéan hé:

Nén tang Quan ly video va phén tich hinh anh théng minh

NQi dung | Phan hé quan ly, giam sat camera | Phan hé phan tich hinh 4nh thong minh
(VMS) (IVA)

Mo ta | Base License: Ban quyén phan mém | IVA License: Ban quyén phan mém
Quan ly, giam sat camera (VMS), trd | phan tich hinh 4nh thong minh dugc
01 1an ban dau khi mua phdn mém | tinh theo s6 ludng phan tich Al trong hé
thong. Mbi ludng phan tich Al tuong
ung vo1 mot bai toan Al chay trén mat
camera

Device License: Ban quyén tich hop
thiét bi 1én hé théng quan 1y, giam sat
camera (VMS), tinh trén s6 luong
camera tich hop trén hé théng

Il. Phan hé quan ly, giam sat camera (VMS)
1. Giei thi¢u

Phan hé quan 1y, giam sat camera (VMS) 13 phan mém nén tang thu thap, luu trix
dir liéu video tir cac thiét bi Camera dé quan 1y, phan phéi dir liéu video dén ung dung
ctia ngudi dung cudi. Nén tang co thé tich hop véi cac hé thong khac dé tao nén giai
phap tong thé trong viéc giam sat an toan, an ninh, hd trg cong tic diéu hanh quan Iy
nhu Hé thong quan 1y d6 thi théng minh I0C, trung tam diéu hanh tap trung OC cia
cac co quan, don vi, dia phuong, khach hang doanh nghiép 16n.

Phan hé quan 1y, giam sat camera (VMS) c0 cac nhdm tinh nang chinh nhu sau:

- Ghi hinh va luu trir video.

- Hd trg xem truc tiép trén tng dung Web, tmg dung Mobile va tmg dung Desktop
(Windows)

- Hd tro xem lai mot hodc nhiéu Camera véi toc do xem lai c¢6 thé diéu chinh, c6
thé phong to video can quan sat, tua t6i vi tri cu thé va xuat anh/video ra cac dinh dang
pho bién.
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- Quan ly cac Camera chinh x4ac theo vi tri trén ban dd sb, xem truc tiép camera
trén nén ban dd khi click vao.
- H trg cung cip API cho ludng xem tryuc tiép (Live) va xem lai (Playback), cho
phép tich hop linh hoat v6i cac ing dung bén thir ba.
- Kién tric hé théng mé, khong gidi han s6 lugng camera tich hop.
2. Tinh ning chi tiét cia phan mém

STT Tinh ning phin mém
| | Trién khai
Loai trién khai:
- Tap trung,
- Phén tan,
- Lai tap trung va phéan tan
2 | Cap nhat phan mém: phién ban mdi nhat trong vong 3 nam.
Hé diéu hanh:
3 |- Server: Windows/Linux
- Client: Windows
4 | Ban quyén str dung vinh vién
Il | Hé thong
S6 camera trén moi recording: 210 camera (210 luong chat lugng cao, 210
lubng chat luong thép, tong 420 ludng video stream)
S6 recording trén moi hé thong Khong gidi han, phy thudc tai nguyén phan
2 | cung. Cho phép mé rong so lugng camera bang cach bd sung thém license
va bo sung thém may chi recording
S6 lugng client toi da: Khong gidi han, phu thudc tai nguyén phan cing
S6 nguoi dung toi da: Khong gidi han, phu thudc tai nguyén phan cing
Quan 1y canh bao: Su kién nguoi, ngap lut.
H5b tro ché d6 du phong (Failover) cho may chii Recording
HO tro ché d6 dy phong cho may chu quan tri
HO trg cac Camera IP chuan ONVIF
Ché do ghi hinh:
9 |-Liéntuc
- Theo thoi gian cu hinh
10 | Chuén nén: H265, H.264
11 Hb tro ing dung da nén tang: img dung trén windows desktop, tmg dung
web, ung dung mobile
12 | Két ndi lién may chu Tap trung/phén tan
13 | Ho tro xem tryc tlep va xem lai mt camera trén cung mot man hinh
14 | Ghi nhat ky hé thong
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15

Xem nhat ky hé thong

16

Thoi gian luu git video: Phu thudc vao tai nguyén phan cting

17

Luu trit cac video v6i hd tro 6 dia mang hoic SAN

18

Lap lich luu tri

19

Dinh nghia luu trit va thoi gian gitt dit liéu cho mdi thiét bi.

20

Dinh nghia luu trit va thoi gian lvu gitt ¢6 thé duoc ap dung riéng cho ting
camera hodc dung chung cho nhiéu thiét bi.

21

Ma hoa dir liéu Media

22

M3 héa giao tiép v6i cac may chi/khach hang/tich hop két ni: str dung https

23

Cho phép tich hop, chia sé dir liéu thong qua b API/SDK

Giam sat

Xem tryc tiép camera trén tmg dung Web
Xem truc ti€p camera trén ing dung Mobile

Xem truc ti€p camera trén ung dung Desktop

Xem lai camera trén ing dung Web

Xem lai camera trén ing dung Mobile

Xem lai camera trén ung dung Desktop

Tu dong lua chon,luéng video phu hop voi bang thong duong truyén (ludng
chat cao/luong chap lugng thap)

Ho6 trg ban d6 s6

S6 luong nodi dung t6i da trén moi man hinh hién thi: 100 camera

Cho phép zoom s6 trén video.

Diéu khién PTZ

Trich xuét video dinh dang MP4

Trich xuat video dinh dang MKV

Trich xuat video dinh dang AVI

Tua nhanh: 2x, 4x, 8x
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Tua cham: 1/8x, 1/4x, 1/2x

|
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Cho phép cau hin}l layout hién thi linh dong nhu: 1x1, 1+2, 1+3, 2x2, 3x3,
4x4,...trén moi nén tang (app, web, app desktop)
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Trang thai hé thong theo thoi gian thuc va lich su
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Xem cac bao dong duogc kich hoat.

N
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Timeline dir li¢u xem lai theo thdng/ngay/gio cua tirng camera

N
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Timeline dir li¢u xem lai theo thang/ngay/gio ciia nhi€u camera

N
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Xem tryc ti€p/ xem lai camera trén cung mdt man hinh gidm sat

N
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Trén cung mdt man hinh gidm sat c6 thé xem mdt xem lai hodc xem tryuc ti€p
tuy theo nhu cau gidm sat

N
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Phat hién va canh bdo céc doi tugng ngudi ndm trong danh séch can theo doi

N
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Tu dong phat hién, canh bdo theo cac bai toan Al dugc tich hop vao hé
thong.
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Su kign

Tiép nhan su kién (Metadata) tir camera Al

Tiép nhan sy kién tir hé théng phan tich Al khac

Su kién 16i hé thong (vi du: 6 dia day).

Su kién thu cong / do nguoi dung dinh nghia.

Céc sy kién chung tir hé thong bén ngoai.

Danh dau theo quy tic su kién dau vao

Céau hinh thiét bi dva trén su kién.

Thong bao dua trén su kién.
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biéu khién dau ra dua trén su kién
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Tu dong uu tién va dua camera dang phat sinh su kién 1én vi tri hién thi dau
trong layout giam sét.

Su kién dya trén thiét bi start hodc stop

Email notification

==
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Tim kiém, thong ké, bdo cdo

[EEN

Tim ki€ém nguo1i theo: hinh anh khu6n mat, mau sac quan, mau sac ao, do
tuoi, gidi tinh khi dugc ap dung bai toan Al tuong tng

Truy vét doi tuong theo khuon mat, 1ap lai 19 trinh di chuyén cta doi tuong
trén ban do so

Tim ki€m su kién cua cac bai toan theo: thoi gian, vi tri

Loc theo loai su kién, canh bao, mirc d0 khan cap

Béao cao tong quan luu trir (dung luong da dung so véi con trong) ctia cac 6
Iuu trir hién co

Bio c4o tong hop, phan loai sb lugng canh bao phat hién boi hé thong.

Bao cao su co thi€t bi ngoai vi: camera, loa.

Bio c4o tong hop vé tinh trang hoat dong cua thiét bi, su cd thiét bi.

Céu hinh

Pay bao dong dén nguoi dung trén thiét bi di dong.

Tuy chinh 4m thanh canh béo

Céu hinh ho so nguoi dung

Cau hinh ho so thoi gian

Thay d6i cau hinh ngay lap tirc

Cau hinh ho so thoi gian cho cac bao dong.

Cau hinh vung nhéan dién doi vdi cac bai todn Al

Dang ky, xem, stra, xda doi tugng can quan 1y theo khuoén mat
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CAu hinh phuong thitc canh bao (man hinh/loa) tai trung tim giam sat
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CAu hinh luu trit theo tung camera, nhom camera (Lién tuc, theo lich)

[HEN
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Theo doi, giam sat hi¢n trang hoat dong (online/offline) cua cac h¢ théng
camera bang giao dién truc quan.

VII

Quan tri
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Thém mdi thiét bi qua chudn ONVIF hoic ludng streaming RTSP/RTMP
khong phu thudc d6 phan giai hay chét luong thiét bi.
2 | Quan Iy camera trén ban d6 / so do mit bang
Phén quyén truy cip ngudi dung theo don vi, chiic nang, loai client (Web
Client, Mobile, Desktop)
Cho phép quan 1y danh muc don vi s& hitru camera (Tén don vi, Chu s¢ hiru,
4 | Nhom dich vu) véi cac thao tac thém mdéi, chinh stra, x6a, phuc vu phan loai
camera va phan quyén trong hé thong.

5 | Xéac thuc hai budc
VIII | Tinh nang nhdn dién thong minh
HO tro tich hop cac bai toan Al tir cac camera Al hodc hé thong phén tich
hinh anh thong minh
Cung cap giao dién cho phép ngudi dung duoc phan quyén ciu hinh cac bai
toan IVA cho cic camera trong pham vi quan 1y ctia nguoi dung
Nguoi dung c6 thé tiiy chon cdu hinh bai toan IVA voi bat ki
3 | camera trong danh sach (S6 luong camera dugc cau hinh bai toan IVA
khong vuot qué sd luong license sin co)
VIII | VideoWall

1 | Hb tro Video Wall (giam sat camera trén nhiéu man hinh)

2 | Cai dat san cho bd cuc man hinh va ndi dung camera

3 | biéu khién bo cuc va ndi dung dua trén quy tic
X | Ngon ngiv
1 | Tiéng Anh
2 | Tiéng Viét

I11.  Phan hé phan tich hinh anh théng minh (IVA)
1. Giéi thiéu

Phan hé Phan tich video thong minh (IVA) 1a giai phap phan mém 16i tmg dung
cong nghé Tri tué nhan tao (AI) va Thi gidc may tinh (Computer Vision) tién tién. San
pham dugc nghién ctru va phét trién nham hién dai hoa toan dién cong tac quan ly do
thi, dm bao an ninh trat ty va gidm sat cic muc tiéu trong yéu, dap tmg cac tiéu chuan
khat khe vé k¥ thuat va nghiép vu chuyén nganh.

Thay vi phu thudc vao phuong thirc giam sat thu cong truyén théng, hé théng hoat
dong trén co ché xtr 1y dir liéu tap trung va thoi gian thuc, cho phép tan dung va chuan
hoa ha ting camera hién hitu. Giai phap thyc hién chuyén d6i mé hinh tir "giam sat thu
dong" sang "phong ngtra chu dong", tu dong nhan dién su kién, cdnh bao tirc thoi va
trich xuét dit liéu chinh xac. Qua d6, hd trg Lanh dao va cac don vi quan ly ra quyét
dinh kip thoi, t6i wu hoa nguén lyc con nguodi va nang cao hi€u qua quan tri hé théng.
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Mo hinh AI hiéu ning cao & Tdi vu tai nguyén hé thong: Hé thong tmg dung céc
thuat toan Deep Learning duoc tinh chinh chuyén sau, ddm bao dg chinh xac vuot troi
trong cadc moi truong thuc té phuc tap. Pac biét, kién trtc phén mém duoc toi uwu héa
gitip giam thiéu tdi da yéu cu vé tai nguyén phan cing (CPU/GPU/RAM), dam bao
tdc do xir 1y thoi gian thyc véi do tré thap, mang lai hiéu qué kinh té cao trong dau tu
ha tAng.

Kha ning tuong thich va Tan dung ha tang linh hoat: Giai phap s hitu kha ning
tich hop manh mé, két ndi lién mach véi hau hét cac chung loai Camera IP hi¢n c6 trén
thi truong (thong qua chuan RTSP/Onvif). Phin mém cho phép tan dung t6i da hé
théng camera san c6 cua don vi, khong yéu cau thay thé phan cing chuyén dung, gitp
tiét kiém chi phi dau tu ban dau va rat ngan thoi gian trién khai dién rong.

Kha ning mé rong va Lién thong dit liéu da chiéu: Hé thdng cung cap co ché két
nbi md, cho phép dong bo va chuyén tiép sy kién tirc thoi sang cac hé théng quan tri
ctia bén thir 3 (nhu VMS, Hé théng diéu hanh thong minh I0C, Cong kiém soét, v.v.).
Dt liéu nghi¢p vu dugc chuin hoa, dam béo tinh lién thong, xuyén subt, phuc vu déc
lc cho cong tac quan tri tap trung va xay dung hé sinh thai s6 déng bo.

2. Nhan dién khudon mat
> Mo ta:

Giai phap Nhan dién khuon mat ctia phan mém IVA ng dung Al va thi giac
may tinh dé tu dong xac dinh, xac thuc danh tinh ¢4 nhan dua trén hinh anh hoac
video tir hé thong camera giam sat. Hé thong phan tich cac dic trung sinh trac hoc
trén khudén mat, chuyén d6i thanh vector dic trung va ddi sanh véi co sé dit lidu
khuon mat tap trung, cho phép nhan di¢n chinh xac theo thoi gian thuc véi quy mo
16m:

- Phat hién cung ltc nhiéu khudén mat nguoi xuét hién trudc camera.

- Nhan dién va so khép khuon mit véi co sé dit liéu (CSDL) co san
(Whitelist, Blacklist, VIP).

- Phan biét nguoi la hoac nguoi da dang ky (nguoi da dang ky 1a nguoi da
c6 trong CSDL, nguoc lai 1a nguoi 1a).

- Cong nghé nhan dién Core Al nam trong Top 20 thé gidi (theo danh gia
cua NIST).

- Ty dong d6i sanh khudn mit ctia cing mot ngudi qua nhiéu camera dé vé
16 trinh di chuyén.

- Ty dong ghi nhan va gui thong tin chi tiét: Tén d6i tuong, Thoi gian, ID
camera, Hinh anh khu6n mit, Video bang chung.
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HJ trog tim kiém khuén mit bang hinh anh dé truy vét dbi twong trong qua
khur.

> Ung dung thue té:

Kiém soat ra/vao tai co quan, khu cong nghiép, nha may, sin bay, nha ga
Cham cong khuén mat tu dong cho nhan vién.

Kiém soat an ninh, phat hi¢n danh sach den tai san bay, cua khau.

Nhan dién khach VIP dé tiép don cé nhan hoa tai ngan hang, khach san.
Truy vét toi pham hodc tim kiém nguoi di lac.

Quan 1y dan cu, d6 thi thong minh, gidm sat an ninh, phat hi¢n ddi tuong
truy nd hodc d6i twong can theo ddi

3. Nhan dién dic diém nguoi
> Mo ta:

Giai phap Nhan dién dic diém con ngudi ciia phan mém IVA tng dung Al va

thi gidc may tinh dé tu dong phén tich cac thudc tinh md ta cuia con ngudi tir hinh
anh/video camera, khong can xac dinh danh tinh. Hé thong cho phép trich xuat
nhanh céc dic diém hinh dang va nhan khau hoc phuc vu giam sat, tim kiém va
phan tich hanh vi:

Phét hién dong thoi nhiéu ngudi trong khung hinh camera.

Nhan dién gi6i tinh (nam/nit), udc luong do tudi (tré em/nguoi 16n/nguoi
gia).

Nhan dién loai trang phuc (40 tay ngan/dai, quan dai/ngan, vay...).

Nhan dién mau sic trang phuc (=10 mau pho bién).

Nhan dién cac phu kién (kinh, md, balo, khau trang).

Tu dong ghi nhan va guri thong tin chi tiét: Thoi gian, ID camera, Hinh
anh dbi tuong, Video bang ching.

Cho phép tim kiém, loc d6i tuong theo dac diém (gi61 tinh, do tudi, mau
40...) trén dir li€u lich su.

> I'J’ng dung thuc té:

HO tro tim kiém tré lac hodc nguoi gia di lac dya trén mo ta nhan dang (vi
du: 40 do, quan xanh).

Truy vét nghi pham tai cac khu vuc cong cong khi khong rd khuon mat.
Phan tich nhan khau hoc khach hang (d6 tudi, gidi tinh) cho trung tdm
thuong mai.

4. Nhan dién bién sé phwong tién
> Mo ta:
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Giai phap Nhan dién phuong tién va bién s cua phdn mém IVA tmg dung Al
dé tu dong phat hién, phan loai phuong ti¢n va doc bién s6 trong nhiéu diéu kién
moi truong khac nhau. Hé thong cho phép s6 héa hoan toan dir liéu phuong tién,
phuc vu kiém soat, giam sat va truy vét hiéu qua:

Phat hién va phan loai phuong tién: 0 t6, xe mdy, xe dap, xe tai, xe bus...
Nhan dién bién s phuong tién theo thoi gian thuc (24/7).

Doc chinh xac ky tu trén bién s trong diéu kién: Bién vudng/bién dai,
bién xanh/do/tring/vang.

Hoat dong on dinh trong diéu kién ban ngay, ban dém, ngoai trdi hodc
trong ham.

Tu dong ghi nhan va gti thong tin chi tiét: Thoi gian, ID camera, Hinh
anh phuong tién, Hinh anh bién s6, Video bang chimg.

> Ung dung thue té:

Hé thong thu phi khong dimg (ETC), thu phi bai d6 xe tu dong.

Kiém soat ra/vao tai bai dd xe, khu cong nghiép, khu déan cu.

Giam sat phuong tién tai cira khau, cang, logistics hub.

Phét hién xe vi pham giao thong (phat ngudi), xe trong danh sach mat cap.
Truy vét phuong tién vi pham hodc phwong tién nghi van.

Nén tang cho céc hé théng ITS va Traffic Management.

5. Nhan dién dic diém phwong tién (O t0)
> Mo ta:

Giai phap Nhan dién dic diém phuong tién cia phan mém IVA cho phép phan
tich chuyén sau cac thudc tinh ctia 6 to tir hinh d&nh camera, vuot ra ngoai bién s0,

gitip ting do chinh x4c trong truy vét va phan tich giao thong:

Xéc dinh Loai xe (Sedan, SUV, Hatchback,...; >8 loai xe).

Nhan dién mau xe (>10 mau pho bién).

Nhan dién hang xe (Toyota, Hyundai, Mercedes...,; >50 hang phé bién).
Nhan dién model xe chi tiét (Toyota Vios, Toyota Camry, VinFast VFS,...;
>300 model).

C6 thé hoat dong dong thoi v6i bai toan phat hién phuong tién va nhan
dién bién sb.

Tu dong ghi nhan metadata phuong ti¢n kém hinh anh/video minh chung.

> I'J’ng dung thuc té:



viettel TAP POAN CONG NGHIEP - VIEN THONG QUAN POI

Theo cach cta ban

- Truy tim phuong tién gy tai nan bo chay dua trén mo ta (vi du: Tim xe
Mazda tring, SUV).
- HO tro diéu tra, tim kiém phuong tién nghi van.
- Thdng ké loai phwong tién phuc vu nghién ciru thi truong.
- Phan tich co cdu phuong tién luu théng trong do thi.
- Quan ly phuong tién VIP hodc phuong ti€n noi bo.
6. Po dém luu lwgng giao thong
> Mo ta:

Giai phap Po dém luu luong giao thong ctia phan mém IVA ung dung Al dé tu
dong phat hién, phan loai va dém sb lugng phuong tién luu thong qua céc tuyén
duong, nut giao theo thoi gian thyuc, cung cép dir liéu dinh luong chinh xac phuc vu
diéu hanh giao thong:

Phat hién va phan loai phuong tién theo chung loai.
Theo ddi quy dao va dém phuong tién, tranh trung lap.
Théng ké luu lugng theo thoi gian, lan dudng, huéng di chuyén.
Hoat dong tdt voi camera gbc rong, khong can camera chuyén dung.
> ITng dung thuc té:
- Cung cép dir liéu cho S& GTVT quy hoach ha ting, mé rong dudng.
- Phan tich Un tac, t6i uu chu ky dén tin hiéu, diéu khién dén tin hiéu giao
thong thong minh dya trén mat do thuc té
- Canh béo tic dudng sém tai cac nit giao trong diém.
- Panh gia hiéu qua to chirc giao thong theo thoi gian.
7. Phat hién 16i vi pham giao thong
> Mo ta:

Giai phap Phat hién vi pham giao thong ctia phan mém IVA tmg dung Al va thi
gidc may tinh dé ty dong phat hién, x4c minh va ghi nhan cac hanh vi vi pham giao
thong thong qua hinh anh/video tir hé thdng camera giam sat. Hé thong phan tich
ddng thoi phuong tién, trang thai giao thong va hanh vi di chuyén, tir 46 phat hién
chinh xac vi pham theo thoi gian thuc voi ddy di bang ching:

- Phat hién va theo ddi phuong tién tham gia giao thong trong khu vuc giam
sat.

- Ty dong phat hién cac hanh vi vi pham: vuot dén do, di sai lan, di nguoc
chiéu, dimg/dd sai quy dinh, 14n vach, quay dau trai phép...
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- Két hop nhan di¢n phuong tién va bién s6 dé xac dinh ddi tuong vi pham.
- Tu dong ghi nhan va dong goi ho so vi pham: Thoi gian, ID camera, loai
vi pham, hinh anh phuong tién, bién sd, video bang ching.
- Hoat dong lién tuc 24/7, khong phu thudc diéu kién anh sang hay mat do
giao thong cao.
> Ung dung thue té:
- Xt phat vi pham giao thong tu dong, khong can can thiép thi cong.
- Giam sat va ning cao y thtrc chap hanh luét giao thong.
- Giam tai cho luc lwong chic ning tai cac nut giao trong diém.
- HO tro phan tich, thong ké va tdi uu to chiic giao thong do thi thong minh.
8. Phét hi¢n dam dong tu tap
> Mo ta:

Giai phap Phat hién dam dong ctia phan mém IVA tng dung Al dé ty dong dém
nguoi va xac dinh tinh trang tu tap vugt ngudng cho phép trong khu vuc gidm sat,
gitip canh bao sdm cac nguy co mat an ninh trat tu:

- Ty dong phat hién khi c6 nhém ngudi (s6 luong >= N nguoi) ding tu tip
canh nhau.
- Pém s6 lugng ngudi trong ving giam sat.
- Phat hién dam déng khi vuot ngudng cdu hinh.
- DPanh gid mat do va thot gian tu tap.
- Ty dong ghi nhan va giri canh b4o kém hinh anh/video.
- Hoat dong hi¢u qua vo1 camera goc rong, ca ngay va dém.
> Ung dung thue té:
- Phat hién tu tap gy réi, biéu tinh trai phép tai cong co quan, dai sir quan.
- Giam sat an ninh tai quang truong, nha ga, san bay.
- Phat hién tu tap trai phép tai khu vuc cAm, bién gioi...
- Phong ngtra rui ro mét an toan, gay roi trét tu.
9. Phat hién xdm nhap
> Mo ta:

Giai phap Phat hién xdm nhép cta phan mém IVA cho phép thiét lap cac ving
canh bao 4o trén hinh dnh camera, tor d6 Al ty dong phat hién cac ddi tuong xam
nhép trai phép va canh bao theo thoi gian thyc:
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Cho phép v& vung cAm (Polygon) hodc hang rao ao (Line) truc tiép trén
camera.

Phét hién va theo ddi ddi tugng (ngudi/xe) xam nhap trai phép vio ving
giam sét.

Ghi nhan su kién xam nhdp kém hinh dnh/video minh ching.

Hoat dong tot v6i camera goc rong, khong can giam sat thu cong.

> I'fng dung thuc té:

Giam sat an ninh bién gidi, ctra khau.

Bdao v¢ kho tang, nha may, khu quan sy, khu vuc han ché.

Giam sat khu vyuc nguy hiém: tram bién ap, dudng ray, cong trudong.
Phat hién dot nhap ngoai gio hanh chinh.

10.Pém ngudi vao ra khu vuc
> Mo ta:

Giai phap Pém luu luong ngudi ra/vao khu vuc ciia phan mém IVA ung dung
Al va thi gidc may tinh dé tu dong phat hién, theo do1 va dém sb luong nguoi di
chuyén qua cac khu vuc dugc giam sat thong qua hinh anh/video tir hé thong
camera. Hé thong phan tich hudng di chuyén, mat do va su bién dong theo thoi gian,
cung cép dir li¢u dinh lugng chinh xac phuc vu cong tac diéu hanh, quan ly va tdi

uu dich vu:

Pém chinh xac s6 lwong nguoi ra va vao khu vuc theo thoi gian thuc.

Ap dung cho nhiéu khong gian: toa nha, sanh, khu du lich, khu cong
nghiép, nha ga, bén tau, bén xe.

Phan tich mat d6 nguoi va bién dong luu luong theo khung thoi gian.
Phat hién va canh bao nguy co qua tai, chen lan, un @ tai cac diém nong.
Dt liéu duoc luu triy, téng hop va truc quan hoa phuc vu phan tich lich
su.

> I'J’ng dung thuc té:

Piéu hanh va phan luéng tai nha ga, bén xe, bén tau, san bay.
Quan 1y lvu lugng khéch tai khu du lich, trung tdm thuong mai, toa nha.
Danh gid hi€u qua khai thac dich vu theo khung gio.

11. Pém nguoi mat do cao
> Mo ta:
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Giai phap Pém nguoi mat do cao cua IVA mg dung Al Deep Learning voi
phuong phap Density Map Estimation dé uéc lugng s6 lugng ngudi trong cac khu
vuc dong duic, noi viée phat hién timg cé thé riéng 1¢ khong kha thi:

U'dc luong s6 ngudi chinh xac trong moi trudong mat do cao.
Hoat dong tdt khi doi tuong bi che khuét, chéng lan.

Giam sat theo ting vung va khung thoi gian.

Phan tich mat d6 va bién dong theo thoi gian thuec.

Céanh bao khi mat do vuot ngudng cho phép.

> ITng dung thuc té:

Kiém soat s6 luong nguroi tai san van dong, 18 hoi Am nhac, xem phao hoa.
Kiém soat sd lugng ngudi trong trung tdm thuwong mai, siéu thi dé danh
gia hiéu qua kinh doanh.

Giam sat hanh khach tai nha ga, bén xe gio cao diém.

Hb tro diéu phdi an ninh va phong chdng chen lan.

12. Phéat hién ngwoi roi vi tri
> Mo ta:

Giai phap Phat hién ngudi roi khoi vi tri 1am viéc ctia phan mém IVA tng dung
Al va thi giac may tinh dé giam sat su hién di€n cua con nguoi tai cac vi tri lam viéc
dugc xac dinh trude thong qua hinh anh/video tir hé théng camera. Hé théng theo
doi lién tuc trang thai c6 mat ctia nhan su theo thoi gian thuc, tor do tu dong phat

hién cac truong hop rdi vi tri, vang mat hodc khong tuan tha quy dinh lam viéc:

Xéc dinh va giam sat cac vi tri lam viéc hodc khu vuc yéu cau ¢ ngudi
truc.

Phat hién va theo doi ngudi trong khu vyc gidm sat theo thoi gian thuc.
Tu dong phat hién truong hop ngudi roi khoi vi tri lam viéc trong thoi
gian vugt nguong cho phép.

Khoanh vung vi tri vi pham tryc quan trén hinh anh camera.

Tu dong ghi nhan va gt canh bao su kién cho bg phan quan ly.

Luu trit dir liéu su kién phuc vu kiém tra, danh gia va truy xuat lich st.

> Ung dung thue té:

Giam sat nhan vién 18 tan, bao vé truc ban, nhan vién téng dai.

Giam sat ky luat lao dong tai nha may, xudng san xuat, ddy chuyén cong
nghiép.

Giam sat an ninh tai cac chdt kiém soat yéu cau truc 24/7.
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- Pam bao truc ca, truc van hanh tai phong diéu khién, trung tdm gidm sat.
- HO tro danh gia tuan thi quy trinh lam viéc.

13. Phat hién sir dung dién thoai

> Mo ta:

Giai phap Phat hién st dung dién thoai cua phén mém [VA ung dung Al va thi
gidc may tinh dé tu dong phat hién hanh vi sir dung dién thoai di dong ctia con nguoi
thong qua hinh anh/video tir hé thong camera giam sat. Hé thong phan tich tu thé,
cu chi tay, vi tri dién thoai va ngtr canh hanh vi nham xac dinh céc trudong hop st
dung di¢n thoai khong ding quy dinh, phuc vu giam sat an toan, ky luat va tuan tha
quy trinh:

- Phat hién hanh vi cAm, st dung dién thoai trong khu vuc giam sat.
- Nhan dién theo thoi gian thyc trén ludng video camera.
- Hoat dong hiéu qua trong nhiéu bdi canh: nha may, vin phong, khu vuc
cong cong, giao thong.
- Khoanh ving tryc quan dbi tugng vi pham trong khung hinh.
-  Tu dong canh bao su kién cho bd phan quan 1y hoac luc luong gidm sat.
- Tu dong ghi nhan va luu trir thong tin su kién: Thoi gian, ID camera, hinh
anh dbi tuong, video bang chung.
> Ung dung thue té:
- Giam sét an toan lao dong tai nha may, day chuyén san xuat, khu vuc nguy
hiém.
- Phat hién hanh vi str dung dién thoai khi lai xe, diéu khién phuong tién.
- Kiém soat ky luat tai phong thi, 16p hoc, khu vuc cAm sur dung dién thoai.
- Nang cao tuan thu quy dinh lam viéc va an toan van hanh.
14. Phéat hién hat thude khong ding noi quy dinh
> Mo ta:

Giai phap Phat hién hut thudc khong diing noi quy dinh ctia phan mém IVA ung
dung Al va thi gidc may tinh dé tu dong phat hién hanh vi hat thude ctia con ngudi
thong qua hinh anh/video tir hé théng camera giam sat. Hé thong phan tich ctr chi
tay, vi tri diéu thudc, dic trung khoéi thude va ngit canh khong gian nham xac dinh
cac truong hop vi pham quy dinh hat thude, hd trg giam sat an toan, vé sinh va tuan
thu nd1 quy:

- Phat hién hanh vi hat thude trong khu vuc gidm sat theo thoi gian thuc.
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- Nhan dién dic trung khoi thudc va hanh dong dua thudc 1én miéng.
- Ap dung cho céac khu vuc cAm hut thudc da duoc ciu hinh trude.
- Khoanh vung tryc quan ddi tugng vi pham trén hinh anh camera.
- Ty dong canh béo sy kién cho bd phan quan 1y hoac luc lugng giam sat.
- Ty dong ghi nhan va luu trit thong tin sy kién: Thoi gian, ID camera, hinh
anh dbi tuong, video bang ching.
> I'fng dung thuc té:
- Giam sat khu vuc cdm hat thudc tai nha may, kho xang dau, khu cong
nghiép.
- Kiém soat hut thudc tai bénh vién, truong hoc, san bay, nha ga.
- Pam bao an toan chay nd va vé sinh mdi trudng trong khong gian cong
cong.
- HJ tro thuc thi ndi quy, quy dinh tai doanh nghiép va t6 chic.
15. Phat hién hanh vi xa rac bira béi
> Mo ta:

Giai phap Phat hién xa réc cua IVA mg dung Al dé nhan dién hanh vi con ngudi
vt rac khong ding noi quy dinh trong khong gian cong cong. Hé théng két hop
phat hién nguoi, vat thé rac, theo doi qui dao va suy luan hanh vi dé két luan chinh
xac sy kién vi pham.

Nhan dién nguoi va cac loai rac phd bién.

Theo ddi hanh vi tha/dit rac xuéng nén.

Xac dinh vat thé rac (tai nilon, chai, hdp) tai cadc khu vuc cam.
- Luu trir hinh anh, video phuc vu xtr 1y vi pham.

> Ung dung thue té:
- Gi1am sat v¢ sinh mo1 truong tai phé di bg, cong vién, bén xe.
- Phat hién d6 rac trdm tai cac khu dan cu, diém tap két tu phat.
- Nang cao ¥ thirc cong dong va hd trg xir phat ngudi.
- Phén tich diém ndng x4 rac dé toi vu bo tri thung rac.

16. Phét hién vii khi nguy hiém

> Mo ta:

Giai phap Phat hién vii khi nguy hiém ctia phan mém IVA ung dung Al va thi
giac may tinh dé tu dong phat hién sy xudt hién cua cac loai vii khi hodc vat dung
nguy hiém thong qua hinh anh/video tir hé théng camera giam sat. Hé thong phan
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tich hinh dang, dac trung thi gidc va nglt canh stir dung nham nhéan dién sém nguy
co mat an ninh, ho trg canh bao va ngan chan su c6 ngay tu giai doan dau:

Phat hién céc loai vii khi va vat dung nguy hiém nhu: dao, sung, gay kim
loai, hung khi tu ché.

Hoat dong theo thoi gian thuc trén ludng video camera gidm sat.

Nhan dién trong nhiéu béi canh khac nhau: trong nha/ngoai troi, dong
nguoi, anh sang phuc tap.

Khoanh ving truc quan dbi tuong mang theo vii khi trong khung hinh.
Tu dong canh bao su kién nguy hiém cho luc lugng an ninh.

Tu dong ghi nhan va luu trir thong tin sy kién: Thoi gian, ID camera, hinh
anh dbi tuong, video bang chung.

> Ung dung thue té:

Dbam bdo an ninh tai san bay, nha ga, bén xe, trung tam thuong mai.

Phat hién sém nguy co bao luc tai trudong hoc, bénh vién, khu dan cu.
Giam sat an ninh tai su kién dong nguoi, khu vuc cong cong trong diém.
Hb trg luc lugng bao vé, an ninh phan tng nhanh trudc cac tinh hudng
nguy hiém.

17. Phat hién vi pham an toan lao dng
> Mo ta:

Giai phap Phat hién vi pham an toan lao dong cua IVA st dung Al/Computer

Vision dé ty dong kiém tra viéc tuan thi trang bi bao ho ca nhan (PPE) clia cong
nhan thong qua hé thong camera giam sat. Hé thong nhan dién con nguoi va cac
trang bi bao hd bat budc nhu mil, 40 bao ho..., tir 46 phat hién trudng hop thiéu
hoac sur dung khong dung quy dinh.

Nhan dién cac loai trang phuc bao hd: Mii bao hg, Ao bao ho.

Tu dong kiém tra cong nhan c6 mic du va dung quy cach d6 bao ho hay
khéng

Phat hién va canh bao ngay 1ap tlrc cac truong hop vi pham

Gtri canh béo tire thoi va ghi log su kién.

Luu trit hinh anh vi pham dé 1am bang chimg nhac nhd/xtr phat.

> Ung dung thue té:

Giam sat an toan tai cong truong xay dung, nha may, khu cong nghiép.
Kiém soat tudn thu quy dinh an toan trong ham mo, nha xudng ning.
HJd tro danh gia KPI an toan lao dong va giam tai nan nghé nghiép.
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18. Phat hién chay khoi
> Mo ta:

Giai phap Phét hién chay khoi ciia phdn mém IVA ung dung Al va thi gidc may
tinh dé ty dong nhan biét sy xuat hién cua khoi hoidc ngon lira tir hinh anh/video
camera giam sat. Hé thong phan tich dic trung mau sic, hinh thai, chuyén dong va
su lan toa ctia khoi — lira, cho phép phat hién sém chay ngay tir giai doan dau, ké ca
trong khong gian mo, khu vuc rdng hodc modi truong phic tap. Khi phat hién su
kién, hé théng tu dong khoanh vung, phat canh bao tirc thoi va luu trit dir liu phuc
vu xtr 1y, diéu tra.

- Phat hién sém chay/khoi trong nha va ngoai troi, ngay va dém.
- Khoanh vung chinh x4ac vi tri chay trén hinh anh.
- Gui canh bdo va thong tin sy kién theo thoi gian thyc.
- Luu trit hinh anh, video bang chimg phuc vu PCCC va diéu tra.
- Thoi gian phat hién sy ¢6 > 10 gidy tir khi ddm chay khoi phat.
> ITng dung thuc té:
- Giam sat an toan chdy no tai hAm dé xe, cdy xing.
- Giam sat phong chay chira chay tai nha xuéng, kho bai, khu cong nghiép.
- Phat hién chay sém tai cang bién, ctra khau, bén bii logistics.
- Giam sat chay rimg, khu vuc bién gidi, khu bao ton.
- Canh béo chay tai trung tdm thuong mai, toa nha, bai dod xe.
19. Phat hién ngap lut do thi
> Mo ta:

Giai phap Phat hién ngap lut cua IVA st dung Al va thi gidc may tinh dé tu dong
nhan dién muc nude dang bat thuong tir hinh dnh camera giam sat. Hé thong phan
tich dic trung méat nudce, vung loang va bién dang myc nudce dé phat hi¢n s6m, phan
loai mtrc do ngap va phat canh bao kip thoi.

- Phan tich déc trung mat nudce: do phan chiéu, bién dang, do lan rong trén
mat duong dé xé4c dinh tinh trang ngap lut
- Phat hién sém ngap nudc trong nhiéu bdi canh ngay/dém.
- Phéan loai mirc d§ ngédp: nhe — vira — ndng.
- Khoanh vung khu vuc danh huong trén hinh anh.
- Gui canh bao va luu trir video su kién.
> I'J’ng dung thuc té:
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Canh bao sém ngdp lut tai cic ham chui, tuyén dudng triing thap trong d6
thi.

Hb tro diéu hanh giao thong, tranh cho xe di vao ving ngap siu.

Giam sat myc nude kénh muong, cong thoat nudc.

Cung cap dit liéu phuc vu canh bao sém va cong tac didu hanh tng phod
trudc — trong — sau mua 1on.

20. Phat hién xam chiém via hé
> Mo ta:

Giai phap Phat hién xdm chiém via hé cia phan mém IVA tng dung Al va thi
giac may tinh dé giam sat, theo ddi va phat hién cac thay doi canh quan via hé theo
thoi gian thong qua hinh anh/video tir hé thong camera d6 thi. Hé thong so sanh
trang thai via heé hién tai voi thoi diém méc da duoc thiét 1ap, tir 46 tu dong phat
hién cac hanh vi chiém dung trai phép nhu bay ban hang héa, dat vat can, 1an chiém
khong gian cong cOng:

Giam sat lién tyc tinh trang via hé va phat hién sy thay d6i canh quan theo
thoi gian.

Tu dong phat hién cac hanh vi chiém dyng via hé trong khung hinh
camera.

Xac dinh vi pham khi vat thé ton tai c6 dinh qua thoi gian quy dinh (vi du
> 15 phat).

Tu dong canh bao diém vi pham cho luc luong trat tu do thi dé xu 1y kip
thoi.

Luu trir dit 1iéu vi pham phuc vu theo doi lich str va phan tich.

Theo ddi xu hudng tai 1an chiém, hd tro cong tac quan 1y trat tu va chinh
trang do thi.

> Ung dung thue té:

Giam sat trat tu do thi tai cac tuyén phé, khu dan cu, khu trung tam.
HO trg luc lugng trat ty do thi trong phat hién va xu ly vi pham.
Panh gia hiéu qua cong tac giai toa, chong tai lan chiém.

Nang cao my quan d6 thi va hi¢u qua quan ly khong gian cong cong.

21. Phat hién va dém tau thuyén
> Mo ta:

Giai phap Phat hién va dém tau thuyén ctia IVA tng dung AI dé tu dong nhan
dién, theo ddi va thong ké sb luot tau thuyén ra/vao qua cac ludng cang hoic khu
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vuc giam sat. Hé thong xac dinh hudng di chuyén, loai bé dém trung va ghi nhan
dir liéu theo thoi gian thuec.

- Ty dong nhan di¢n va phan loai phuong tién thuy: Tau ca, Thuyén may,
Tau van tai.

- Phat hién va theo ddi tau thuyén lién tuc.

- Phan biét chiéu vao — ra dua trén vung/dudng ao cAu hinh. Xac dinh chinh
xac hudng di chuyén: Tau Ra khoi hodc Tau Vé bén.

- Hoat dong 6n dinh trong mdi truong séng nudc, thoi tiét thay doi.

- Thdng ké sb luot theo khung gid, ngay, thang.

> Ung dung thue té:

- Quan 1y tau thuyén ra vao tai cang c4, bén thuy noi dia.

- HJ tro Bién phong kiém soat xuat nhap canh duong thuy.

- Giam sat tuan thu quy dinh chéng khai thac hai san trai phép (IUU).

- HO tro théng ké khai thac thay san va quan 1y logistics.

IV. Caidat, bdo hanh, bio tri phan mém
1. Cai dat phan meém
La dich vu trién khai, cai dat phan mém trén ha ting cta khach hang. Danh sach
cong viéc cuia timg goi trién khai, cai dit phan mém cu thé nhu sau:

STT Géi trién khai, cai dit MO ta cong viéc

Céc cong viéce can 1am khi trién khai, cai dat mai 01 hé
thong VMS nhu sau:

- Trién khai, cai dat ung dung cho Server APP

1 | Goi trién khai, cai dat VMS - Trién khai, cai dit ing dung cho Server DB

- Trién khai, cai dat ung dung cho Server MEDIA
- Ra soat ATTT server

- Ra soat ATTT tng dung

Céc cong viéc can lam khi trién khai, cai dat IVA
nhu sau:

- Trién khai, cai dit tng dung cho Server IVA

- Test tich hop v6i hé théng VMS

- Rasoat ATTT server

- Ra soat ATTT ting dung

2 | Goi trién khai, cai dat IVA

2. Bao hanh, Bao tri phan mém
La dich vu bao hanh, bao tri phadn mém tir nam tht 2 tré di cho khach hang c6 nhu
cau (License hd trg 1a khong bat budc). Tuong tng véi mdi loai License phan mém s&
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c6 License ho tro twong tmg. License hd tro ¢6 hiéu luc trong vong mot niam (12 thang)
ké tir ngay Khach hang thanh toan.

STT

G6i hd tro

Noi dung hd trg

Ho tro Base License
(Base License Support)

- HO tro cai dat phién ban nang cap cho Base License

- HJ tro tim hiéu nguyén nhén va cach khéc phuc néu Base
License khong hoat dong

- HO tro cai dat Base License khi khach hang thay déi cac
cai dat trén thiét bi hodc thay méi thiét bi

Ho trg Device License
(Device License Support)

- HO tro cai dat Device License 1én hé théng.

- HO tro tim hiéu nguyén nhan va cach khic phuc khi
Device License khong hoat dong.

- HO tro cai dat lai Device License khi khach hang thay doi
cac cai dat trén thiét bi hodc thay méi thiét bi.

HO trg License IVA
(IVA License Support)

- HO tro cai dat License IVA va cac cau hinh lién quan dén
License IVA

- HO tro tim hiéu nguyén nhan va cach khic phuc khi
License IVA khong hoat dong hodc hoat dong khong
chinh xac

- HO tro cai dat lai License IVA khi khach hang thay doi
cac cai dat trén thiét bi hodc thay moi thiét bi
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