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Trending towards an “all-crimes” program

Prescriptive

due diligence 

expectations

Holistic due 

diligence 

expectations

Today50 years ago

Money laundering and terrorist financing

Sanctions evasion

Corporate bribery and corruption

Human trafficking 

and modern slavery

ESG and human 

rights abuses

Drug trafficking

Know your 

supplier’s 

supplier

Know your 

supplier

Know your 

customer

European Union 

directives

United Nations 

conventions on 

drugs and crime

50% rule, supply 

chain guidance 

and GLOMAG

UK Bribery 

Act

UK Modern 

Slavery Act

EU Directive and German 

Supply Chain Bill

Regulatory context

Illicit behavior to target

Heightened due diligence expectations on private sector
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Ownership, control, and influence
Recent cases and new principles
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Our Research findings
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Research questions

What is people’s 

understanding and 

awareness of TPRM?

How do they approach

TPRM and supplier due 

diligence today?

1

What are corporate 

customers' attitudes 

towards TPRM?

What challenges are

companies facing 

when onboarding 

and managing suppliers?

2

How is risk measured and 

what steps are taken 

to mitigate risk?

Openness to solutions 

and perceptions of the 

benefits of improved 

monitoring?

3
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Third-party risk management is a part-responsibility
for many individuals

Procurement Compliance

Risk 

management 
Supply chain

Third-party 

risk 

management

Reporting into different executives

CFO

COO

CIO

CSCO

CPO
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Nearly 70% of businesses are ramping up
investment in supplier risk detection

Is your third-party risk 

management activity growing 

or declining in terms of 

headcount & budgets?
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74% respondents rate themselves ‘poor’ or
‘mediocre’
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69% of businesses do not have the necessary
visibility over their supplier base
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Figure 01. 8 August 

2021. United Nations 

Panel of Experts 

source shows 

Diamond 8 engaged in 

a ship-to-ship transfer 

of petroleum with 

North Korea-flagged 

and designated vessel 

Chon Ma San.

Screening Trade Transport Entities
High-Risk Vessels and Sanctions Evasion

Orbis Ownership Data, 

including Ship Management Entities

Addresses, aliases, 

identifiers, IMO numbers

Easily identified entity via 

#Vessel Knowledge Tag

Vessel identity laundering 

event and risk activities with 

UN Panel of Experts source

Sanctioned associate

Figure 02, GRID. Profile snapshot from Sep 2022.
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The competitive advantage of a TPRM program
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Reasons for a limited visibility of supplier risks

Too

manual

Lack of alerts / 

warnings

Too

reactive

Fragmented / 

incomplete

Inadequate 

tools
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Delivering competitive advantage

Less internal friction: 

smoother and faster 

supplier onboarding 

Avoidance of 

reputational 

damage 

Source of competitive advantage 

Improved 

operational 

resilience 

Avoidance of 

fines/penalties

Faster time to 

recovery 

Ultimate 

benefit

Functional 

benefits

Key

advantages*

Superior supplier 

performance

Improved ethical 

compliance / moral 

imperative

Key: TPRM benefits need to be positioned positively, rather than as the avoidance of a negative



1. Figures shown are as of March 31, 2022.

$40B+
Current Addressable Market

Helping customers make

Better Decisions

Curated Data1

Entities

450+ million
public & private entities

Securities

~$73 trillion
rated debt

Economies

556+ million
economic, financial and 

demographic time series

Properties

20+ million
commercial real 

estate properties

People

17+ million
risk profiles

Physical risk

3+ million
scores on global 

facilities

Fixed income

investing

Asset and liability 

management

Transfer pricing

Supplier risk 

management and 

trade credit

Commercial

real estate analysis

Insurance and 

actuarial analysis

Commercial lending

Regulatory and

accounting

compliance

Sustainable investing

KYC and financial 

crime monitoring

CURATED DATA

ANALYTICS & 

INSIGHTS

+

Weather and natural 

disaster analysis

Moody’s as an Integrated Risk 

Assessment Business
Selection of Use Cases Addressable by Moody’s Solutions
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Moody’s Analytics approach to TPRM
Due diligence is an essential component in the TPRM lifecycle

Data Source 

(Internal / 

External)

Data Source 

(Internal / 

External)

Data Source 

(Internal / 

External)

Data Source 

(Internal / 

External)

Data Source 

(Internal / 

External)

Data Source 

(Internal / 

External)

Data Source 

(Internal / 

External)

Supplier / 

Market Info
Cyber Risk

Sanctions / 

ABC
GDPR Sustainability

Financial 

Stability

Reputational

ComplianceProcurement Digital Legal ESG Finance

Partner Integrity

Onboarding & in-life Risk Assessment

Third-party risk management

TPRM covers multiple types of risk and Moody’s aims to be a reliable partner for all 

these pillars
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